


Why is it important to classify and sort out confidential data? Why keep track of
changes in the document content and keep an archive of edits? Is it possible to
identify an insider by the files name on their PC? Let's take a look at real examples,
which explain where to start monitoring data at rest.

IMPORTANT THEORY

When tracking the movement of corporate documents (read: data in motion), it is
easy to forget about data at rest protection. Some DLP systems are able to detect
on which servers and PCs confidential files are stored using the eDiscovery
mechanism.

However, knowing that all price lists are located in the same folder is not enough to
fully protect them. You need to find out which employees have access to it, as well
as who opens and edits the confidential documents. For example, excel table
"Employees" can store personal data of VIP clients, and the "Sort" folder can
comprise of financial reports. The solution to all these issues is a DCAP.

DCAP systems (Data-Centric Audit and Protection) perform an automated audit of
data in the file system, find access violations, and track changes in important
documents. The system gives insight on how much valuable data the company has,
where it is stored, which employees can use it and how they use it.

Now, let us get down practicing part! We are eager to share non-fictional customer
stories based on Searchinform FileAuditor experience and show how DCAP systems
solve customer problems.
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PROTECTION AGAINST
ACCIDENTAL DISCLOSURE

Case. It was revealed that in a shared network folder by negligence or mistake
employees stored passport scans, later on, other personal data was found on PCs.
Such confusion and carelessness in the documents can result a company into a
GDPR fine or, what is certainly worse, into losing valuable information. Luckily, this
case had no incidents. FileAuditor helped detect and fix the problem.

How does it work? DCAP systems essentially are search algorithms. The
functionality of the solution depends on their quantity and quality. The more
powerful the search engine, the more quickly and effectively the program will work.

FileAuditor now has four types of search — by text, regular expressions, attributes,
and dictionaries. The configuration of data control policies enables you to set up

search terms and select scan objects (file, storage location). For user convenience,
the program has ready-made rule templates.

Setup of FileAuditor
Configuring protocal settings

E---Settings
pa0 ] [ Gesey e | [Coaay ] [ oo

Scanning on agent
Scanning on server
- Exclusions
L Rules templates

[ Mame Objects Search criteria Action Scanning

[w] New rule *DOCX,*.DOC,*.DOC... By attributes of files Audit,Shadow copy  On agent and server
[+ New rulel *.001,%72,%AR],*B... By attrbutes of files Audit On agent and server
% Mewrule2 * DOCX,*.D0OC,*D0OC... By text Audit,Shadow copy  On agent and server

Example of data control policies in FileAuditor
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In fact, they classify documents by content. This way you can categorize all relevant
information in the corporate network — "Office files", "Contracts”, "Prices", "Personal
data", etc. Then, the program makes scanning and, if the file falls under the policy,

FileAuditor puts a "label" on it.

Scanning has two modes: server and agent based. You are very welcome to use both.
Server based mode allows scanning data in network folders and on servers, whereas
agent based mode enables files scanning on employees' PCs. You can configure the
scanning schedule. More than this, the program will first scan edited and new files. By
doing so, FileAuditor helps to identify an insider or a violator as soon as appears.

The scan results are collected in the Analytic console. Here you can see a tree of
labeled folders with enclosed files into them (the label color could be set up
according to tailored policies). Now all confidential documents are visible and you can
take hold of them, as the company from the first case did.

The error report allows you to check the progress of the scan. It indicates the technical
problems the program encountered while monitoring a specific file or folder. For
example, the server where the file or folder were stored was not available.

Analytic Console also enables to track access rights to files and folders. The software
analyzes configured permissions and displays them in the "Browse files" mode.

Auditor - Analytic Console zAdministrator@company.com:DC: localhost

[ Files | B User ] Report searchz x4

Browse folders and files | = Eventlog
Event date

File |5l ] O Tsie Creation date Date of update Last accesse o wles [#]Event da| Operatior|Available |Fite size AttRu
Relative time Period ® Mot set {
i fm— T me o sssmue \ siz2/201 [ Ovtai 80
TS M2 3AME

=

1 o o8
08
08

o o o
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54445 (B

1424K8  8/23/2019 1:55 AM 8/23/201 1:48 AM 8/23/2015 1:55 A
14.82K8  8/23/2019 1:55 AM 8/23/2019 1:54 AM 8/23/2015 1:55 AM
08 123011898 8/26/2019 11:37 AW 8/26/2019 11:37 AM
0B 1212011898 8/26/2019 11:37 AW 8/26/2013 1137 AM

23152K8 8/23/2019 1:55 AM 8/23/2019 1:46 AM 8/23/2019 1:55 AM

ARREEE

23153KB  8/23/2019 1:55 AM 8/23/2019 1:44 AM 8/23/2019 1155 AM RFP.

2T 1415 3837TMB
1 o o8

Irherited [Apples to ) ) |
No ‘Access rights apply to this folder, its subfoiders and fies

Flmx[wlr[L
0000000 -

Access rights apply to this folder, its subfolders and fles @ D Q@ D QO - ..
0000006 .-
000000

No ‘Access rights apply to this folder, its subfolders and fies
Acezss rights 3pply to this folder, its subfolders and fles

Operations | Textonly | Attributes

n ot 0 o2 S hoi TR ] [ i mEm =

List of users with their access rights to the selected folder and files in it

The file owner report is available in the Console and helps to understand who owns
a document or folder. It simplifies tracking new objects in the file system.



What to monitor first?

Create a list of files that need to be kept under special control (files containing trade
secrets, personal data, accounting documents, etc.). Make it as complete as possible.

Here are some recommendations for creating data control policies in FileAuditor:

1. Track documents with labels ("For official use", "Secret", "

Commercial

secret", etc.). Use text search based on morphology, by exact match,

or by mask.

2. Monitor contracts, commercial offers, and agreements. Originals and
versions can be easily found by the sequence of characters (Contract
# 29\) or by the mask (contract.?, #*. docx).

3. Set up a search using regular expressions (mathematical "formulas")
to monitor documents with personal data, namely, passport numbers,
phone numbers, payment cards, etc.

Search type

O'T Bytext

(O)[=] By attributes of fles
(O [EE) By dictionary

@ f* By regular expressions

MName: |Expresslon
Regular Expression . o B :f) = @
Expression | alidation method |
[word:]] First Name
1 e 151
NS [ [ [ [ (e e[S [N [eaE] (qioRRER| w0 | [m
--------- Lt | o | [l
| [asciy | | Eentrt) | (eaigien | 0 | (U]
[[:lower:]] ‘ [Eprint:]] ‘ [Epunct:]] | [space]] | [ uppel:]]‘ [word:]] | |
Check parameters @
Minimum number of strings 1 s
Minimum string length expressions
Maximum distance between patterns in a string characters
Text for checking
o o

Configure reqular expression search for documents that contain

the payment card number
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Some files and folders can be excluded from scanning to save time. For example,

there is no need to spend software resources on analyzing system files.

FileAuditor enables you with flexible settings, where you can adjust the list of

exclusions by category, extension, location, etc.

@ FileAuditor settings

Setup of FileAuditor
Configuring protocol settings

- Rules Exclusions

Storage settings | Add |v|| Modify || Delete

Scanning on agent
g onag [v] Files and folders

[+ %eALLUSERSPROFILE%:\*
[v] FCOMMONPROGRAMFILES %5\*

Scanning on server

b Rules templates

[+] %PROGRAMFILES(]| File/folder
] %PROGRAMWS4TH  [o4TEMPo%\
[¥] WINDIR %\
] %PrROGRAMDATAY| [ ]Archive [Jonly for reading
V] %TEMPZ\ [JHidden [ system

[] %PROGRAMDATAS
[v] *\system Volume I
[v] *:\8Recydle.Bin\* | OK N | Cancel
[+ *'Recyderi®
[+ *'Recovery\*
[v] *:\boot\*

[ @&

ol #ulimmen 1L 1 . [ P E3

Masks: * - any string of zero or more characters, ? - any single character

|| Cancel

Add system files and folders to the exclusions
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PREVENTING LEAKS

Case. Before dismissal, a retail company marketing specialist downloads an
expensive market study from a file server to his PC. After a while, the downloaded
file no longer falls into the "trade secret" category. Having received an alert from
FileAuditor, a risk manager reviews the changes made to the document. The risk
manager finds out that the employee shortened the document text and partially
rewrote the content. The investigation revealed that the employee had an intention
to pass off the research as his own to make a good impression on a future employer.

How does it work? FileAuditor displays all user actions with files in the "Operations”
mode in Analytic console. This very option helped the security manager to restore
the chronology of the employee's actions and collect evidence of a violation.

How not to miss an incident?

AlertCenter console helps to stay up to date by sending notifications about detected
violations to an email. To track incidents effectively in a few clicks, you can enable
notifications about new critical files or employees from risk groups working with them.

v et -a v Security policies \ FA Auditor \ Rights to adit
ro At il =
o N oot alr EETR——

miq| Dot 204 R —

012 [ pom—

0ig Gciemaboncd

im0
i b m——— [ T—

(7] [ oo cenen
BH) profsdtestiionl @ acoess slowes

e | Tty | Bt | sowermamey

W Serveri testsiocal |4 Serverkiestilocal

View an incident by security policy
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DATA RECOVERY

Case. Before dismissal, the IT specialist decided to take revenge: he uploaded
malware to the company's network, which a month later launched the formatting of
corporate storage.

Luckily, FileAuditor alerted files deleting from servers. The security manager stopped
and deleted the malware, and all affected files were restored from the FileAuditor
archives.

How does it work? Shadow copying allows restoring deleted documents or their
original versions. FileAuditor enables this function for files that fall under the
specified policies. They are automatically encrypted and copied to the storage. To
eliminate redundant data, the program implements a deduplication system (a
technique for eliminating duplicate copies of repeating data). The deduplication
system ensures only one file gets to the storage, not all 50 copies of it. Nevertheless,
FileAuditor saves different versions of the same file. Therefore, you can view how the
file's content has been changed in the preview window.

In the scan settings, you can disable shadow copying by selecting the "audit only"
mode. In this case, the program will record changes in files, but to view the
document itself, a risk manager needs to use a remote PC. Just click on the context
menu to do this.

SEARCHINF@RM

RISK AND COMPLIANCE MANAGEMENT



DETECTING FRAUDULENT SCHEMES

Case. The company suspected the purchasing department for taking bribes.
FileAuditor detected several employee computers storing Excel documents with
internal prices. DLP highlighted that those files were regularly sent to suppliers'
external addresses.

After reviewing the documents, it turned out that the tables had a hidden column
typed in white font, which contained purchase prices that were several times lower
than retail ones.

How does it work? The case demonstrates the benefits of integrating DCAP and
DLP solutions. DCAP helps to find clues, and DLP ends the investigation, revealing
the bribe-takers by "Price lists" policy scanning.

To prevent such violations, it is convenient to use a dictionary search. For example,
the system will identify whether all documents that contain more than 5 words from
the financial dictionary belong to the category "Bank statements". You can also
include professional and slang vocabulary in the dictionary, which will facilitate
bribe-takers discovery.

Search type accounts almighty amount and argent assets balance banknote bankroll benjamins bill
O'T By text blunt booty bottom bread breeches bucks buzzard capital cash cent check checks

O By attributes of fles chink chips drculating coin coinage comptant currency dead dibs dime dollar double

. dough dust eagle exchange federal finance finances fractional frankling fund funds
® By dictionary gold gravy greenback hand hard in legal loot market matters means medium money
(@] fx By regular expressions mopus needful of pay payment pence pesos piece pocket pounds presidents
property purse ready resources rhino riches roll salary salt sheet shillings silver
sinews spede sterling stock sum sumtotal supplies tender tin treasure wad wage war
ways wealth wherewithal

Total words: 98 Paste from dipboard | | Load from file

Parameters

(®) Stemming () Exact match

[IFuzzy search
[ search for identically written characters
[ 5earch with transliteration

|Number of wards, not less than

Dictionary of financial terms

Have you cleaned your file system? Check it out during the free 30-day trial
Serchinform FileAuditor. | take it!


https://searchinform.ru/products/fileauditor/

www.searchinform.com +44 0 20 3808 4340
order@searchinform.com

ABOUT US

Searchinform is the leading developer of risk and compliance
software. Our technology secures business against corporate fraud
and financial losses, provides for internal risks management, and
for human factor control.
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