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2 Searchinform in figures

1995 . Moscow,
The company Russia
was founded head office

.............................................

N Ny N (N (O Q)
Ll 2000000+

computers are protected —
by Searchinform software
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6 products enabling comprehensive
data protection against threats

2019 Searchinform started
to provide monitoring
Services

2020 Searchinform
solution

in the cloud

was announced

................................................................................................

Searchinform software included in

Gartner Magic Quadrant

included Searchinform into the
“Enterprise Data Loss
Prevention Market,

2017-2021" study

searchinform.com

Offices and partners
all over the world

2018-2020

series were held

in Latin America,
the Middle East
and North Africa,
South Africa, India
and Indonesia

=T 2010
% Training Center
\\/ wasopenedg

16 Advanced Training courses for
information security professionals

2 Cybersecurity Basics courses
for users
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@ Searchlnform FileAuditor

/
The amount of data an average company stores is huge. And i. IMPORTANT DATA IS
some of this data contains confidential information: personal ALWAYS IN SIGHT
and financial data, specifications, drawings, etc. Each group of
sensitive data must be stored, processed and distributed in
accordance with the corresponding rules.

i+ FILE PROTECTION IN
ANY APPLICATION

Searchinform platform is a COMPLEX MULTILEVEL PROTECTION
against information security risks.

LEVELS OF INFORMATION SECURITY insured by Searchinform products:

FIRST LEVEL > SECOND LEVEL > THIRD LEVEL

The file system protection, The DLP system ensures The Risk Monitor

which is implemented with protection at the level of implements approach
the help of FileAuditor workstations, data channels of complex risk and data
(DCAP tool). and human-related risks. management protection.

*All the systems are integrated seamlessly, operate on a single technological basis and can be deployed
within a few hours. Adding any of the systems significantly increases the functionality of the complex.

IMPORTANT DATA IS ALWAYS VISIBLE

SearchInform FileAuditor is a DCAP solution (data-centric audit and protection) for automated audit of
information storages, search for access violations and tracking changes made to critical data. The system
protects confidential documents from careless and deliberate malicious actions of employees and puts
things in order in file storages.

How FileAuditor solves the problem of monitoring the security of critical data:

Classification of vulnerable data Access rights audit

Finds files in a document flow that contain Controls access rights to information (full access,
critical information, and adds a special mark to editing, reading, writing, reading and changing, etc.).
each file, indicating the type of info it contains: Tracks employees who have unauthorized access to
personal data, trade secret, credit card data. Finds confidential files stored in violation of
numbers, etc. established security rules (in the public domain, in

shared network folders, on employee PCs, etc.)



Critical documents archiving Monitoring and blocking user actions

Makes shadow copies of critical files found Audits user operations with the file system. The

on a PC, server or in network folders, saves IT security department is always aware of

the history of their revisions. Confidential up-to-date information on the lifecycle of a file

data archive helps in incident investigation (creation, editing, transfer, deletion, etc.). Blocks

and ensures recovery of lost information. access to the file and its transfer in any
application.

,@ Operations - Date of update file: 7/5/2018 9:59%:18 AM

Date from  7/1/2018 [+] o [4/5/02110:58:58PM [ =] [Not selected [-] | Search | | Clear |

|Dahef‘|'|me |Exhensinn|Compuhel|UsEr ‘me i |MAC |Size |Fi|E namelOId name |Davice ty ‘End date ‘Pmcess |Image nalOperahnr‘ |O|d size File hash

4f2/2021 test-win? admin @test-win7-2(adm 10.0.2.85 00:50:56:90:0 15.54 KB C:\Users 4f2/2021 EXCEL.EX C:\Progr  Reading 15.54KB a
4f2{2021 test-win? admin@test-win7-2(adm 10.0.2.85 00:50:56:90:0 15,54 KB |C:\Users 4f2{2021 EXCEL.EX C:\Progr | Reading 15.54KB 1]
3f30/2021 test-win? admin@test-win7-2(adm 10.0.2.85 00:50:56:90:0 15,54 KB C:\Users 3f30/2021 explorer, |C:\Windo| Change 15.54 KB o
3f30/2021 test-win? admin@test-win7-2(adm 10.0.2.85 00:50:56:90:0 15.54 KB | C:\Users 3f30/2021 explorer. |C:\Windo| Change 15.54 KB a
3/30/2021 test-win? admin@test-win7-2(adm 10.0.2.85 00:50:56:90:0 15.54 KB | C:\Users 3/30/2021 explorer, C:\Windo| Reading 15.54 KB [i]
3f30/2021 test-win? admin@test-win7-2(dm 10.0.2.85 00:50:56:90:0 15,54 KB | C:\Users 3f30/2021 explorer, C:\Windo| Reading 15.54 KB 1]
3242021 test-win? admin @test-win7-2(adm 10.0.2.85 00:50:56:90:0 15.54 KB C:\Users 3242021 explorer. |C:\Windo| Reading 15.54 KB 1]
3f24/2021 test-win? admin@test-win7-2(adm 10.0.2.85 00:50:56:90:0 15.54 KB | C:\Users 3f24/2021 explorer, C:Windo|  Writing 0B [i]

Wl 4 4 1ofgs » M M oA &k

Browse files Operations  Text only = Attributes Rules

File actions in Active mode

HOW THE SYSTEM WORKS

The system
obtains the file.

The file is checked Blocking activities and @ If necessary, the
against the policies ¥ applications related file is copied to
and is marked with | to marked files. the vault.

a special label.

The IS department
receives a complete
history of the life
cycle of confidential
documents.

Permissions for
files and folders
are read.

During subsequent
checks, the system
scans only newly
added and
changed files.

All actions with
files and folders
are logged.

The collected information is kept in the database, and copies of critical files are
maintained. This ensures that documents remain available even after deletion.

Searchinform FileAuditor

www.searchinform.com
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DATA ANALYSIS

FileAuditor analytical module visualizes results of scanning a file system in accordance with rules set.
Rule settings have different search types available. Search results can be viewed in the format of visual
reports (on sources, access rights, errors) or of a tree.

The program demonstrates:

= Folder tree indicating user rights to each = Number of critical documents on a
directory or file disk or in a folder

= Operations on critical files, creation and = File marking (confidential agreement,
modification dates personal data, financial statements)

Notifications about set policy violations can be configured in AlertCenter. For example, if FileAuditor
finds a sensitive document on a PC of a user who has no rights to read it, a specialist responsible for
risk mitigation will be alerted automatically as a notification gets emailed shortly.

v Security policies \ FileAuditor \ permissions

Incidents }/ XSecunty policy settings ]

% Set filter parameters ﬁ|

@ Display All |E| show by 10000 |E|Page ﬂ |Defau|t|ayout EFH

Drag a column header here to group by that column
B wident Il & Chedked Search ariterion Index Computer name Document name Size Intercepted IP addres
@' 4914 8/15/2022 3:25:34 P| permissi fileauditor | test-win7-2 ||i| \\test-win7-2\c$\config.sys 108 8/8/2022 10:56:01 A 10.0.91.213
[@, |a915 8/15/2022 3:25:34 P |permissi test-win7-2 Fu \\test-win7-2\c$\msocache 0B 8/8/2022 10:56:01 A|10.0.91.213
ES @ 4916 8(15/2022 3:25:35PM |permissions fileauditor6 |test-win7-2 Ytest-win7-2\c$\autoexec.bat 248 8/8/2022 10:56:01 AM |10.0.91.213
@ 4917 8f15/2022 3:25:35PM  |permissions fileauditore |test-win7-2 |_'| Y\test-win7-2\c$\msocache\all users\micr (0B 8/8/2022 10:56:01 AM |10.0,91,213
@ 4918 8/15/2022 3:25:35 P | permissi fileauditor | test-win7-2 | |\\test-win7-2\c$\msocache\all us|38.67 KB 8/8/2022 10:56:01 A 10.0.91.213
[@, |a919 8/15/2022 3:25:35 P | permissi fileauditor | test-win7-2 [ ] [\\test-win7-2\c$\$recycle.bin\ |0 B 8/8/2022 10:56:01 A 10.0.91.213
[@, |a920 8/15/2022 3:25:36 P |permissi fileauditor | best-win7-2 | [\itest-win7-2\c$\ 12 KB 8/8/2022 10:56:01 A|10.0.91.213
@' 4921 8/15/2022 3:25:36 P | per fileauditor | test-win7-2 u \\test-win7-2\c$\program files\ (0B 8/8/2022 10:56:01 A 10.0.91.213
[, |a922 8/15/2022 3:25:36 P |per test-win7-2 || |\\test-win7-2\c$\msocache\all us|0 B 8/8/2022 10:56:01 A| 10.0.91.213
<] [ [ >
Document Mo. 3of 51 Open with AnalyticConsole
|Owner |User,’Grcup |Type | F ‘M | X |W | R ‘ L | g |Extended Rights
full access, Traverse [ execute fle, List directory [ file read data, Read
attributes, Read attributes extension, Create file [ write data, Add
e v (ETessE mr= o @ 0 @ 0 subdireclx;ryI | file append data, Wribelat'tributes, Write attribljbes
extension, Delete, Read permizsions, Change Permissions, Write owner
— full access, Traverze [ execute file, List directory [ file read data, Read
- - attributes, Read attributes extension, Create file / write data, Add
- ——— v L s o @ o @ o subdlrecu;ry [ file append data, Wrmelattrlbutes, Write attrlbljhes
extension, Delete, Read permissions, Change Permissions, Write owner
- - Traverse [ execute file, List directory [ file read data, Read attributes
E—— v Tz T o o Read attributes exbenslion, Read permissions ! '
Mative | Text only | Attributes | Comments |

Triggers in the AlertCenter

Information collected by agents and the network scan module is written to a database running
Microsoft SQL Server, and copies of critical files are stored within the repository. That is how
documents are available even after deletion.



DATA PROTECTION

Restricting file operations: blocking unauthorized operations with documents in various applications,
blocking suspicious transfers and access by unauthorised persons. Block commands are applied to
automatic and manual classification labels. The system assigns labels to files depending on the
category of information - "trade secret", "personal infromation”, "contracts", etc. Permissions and
blocks are configured in line with information classification and specify to which users, which PCs and

which applications it's allowed to interact with the files.

[ EndpointController Console - Administrator@company.com = =] =
File Options View Joumal of requests from agents
& @ @ & 5
Interception on sgents  Network nterception  Mal servers ntegration  SMTP ntegration | Program settings Setup wizard
= —= o= o N
i L Ii E ¢ HMOEEECEEIOPACO0®
Pending lists on server  Data flows of agents Pending lists on agents | FileAuditor scanning
EF3 KIB-ENG-TEST . . . . " "
= Blocking. Files by classification (FileAuditor) A
Settings of blocking files, labeled by FileAuditor rules, in applications '
[¥]Use blocking rules Fies by classification (FieAuditr)”
e |[7 waty |[X odee ||[Z Bwort | [£ ot |
Rules. Action Audit Objects Files Processes Users and groups Computers
Rule 3. () Deried off Browser,WhatsApp  <All> =prowser Any domain user <All>
] Rule 4 © aloned off Coud <al> “Gppleph...  Carter@company.com Co... <Al>
® Add new rule. Files by dlassification (FileAuditor) - [=]
Nemeofrue: [fes ]
Acton: © Aloned Obenied  Auditc  [off ] seach: | =
[ Objects [ Fiies | Labels | | Computers
%) Newlabel 7
SO newlsbels
% Newlabel 9 o
L. Note! The order ofrles i mportant. Rules e moved within the group.
<MSSQL KIB ENG TEST; ect (Verson: 0335)

Setting blocking rules by tags in Searchinform FileAuditor

FileAuditor allows blocking access to a file through any application, regardless of the version, type,
origin. Restrictions work in the file system, from where it prohibits/allows applications to read data.
Thus, you can control the processes of reading, modification, forwarding of documents with
confidential data and enable other options for file access.

ADVANTAGES

= Seamless integration of a DCAP-solution into
Risk Monitor significantly extends the
functionality of the system for risk mitigation

= PC load control and memory saving —
monitoring can be scheduled or provoked by
a particular event or condition; it's possible to
keep only sensitive documents; a
deduplication system saves storage space

= Ability to deploy and operate the software in
the cloud. The software can be deployed in
the cloud, which allows companies that do
not have their own IT infrastructure to use
the system.

= Due to customizable rule settings specialists
don't have to deal with unnecessary tasks and
can focus on monitoring only critical data.

= Changes made to files can be tracked almost
instantly — the system saves a specified
number of file revisions which helps during
internal investigation

= Proactive protection of files from changes and
transfers. The system can be configured to
block access to documents to prevent
unwanted user actions with the files.

Searchlnform FileAuditor
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@ Searchinform DLP

Protects a company from confidential information leakage, controls data in transit.

Monitors all popular data transfer channels, analyzes information, detects and prevents violations,
provides reports to a person in charge.

SEARCHINFORM DLP HELPS BUSINESSES IN MANY WAYS

= Protects confidential information from * Encrypts data to prevent it from being used
leakage during use and transfer outside the company

= Takes control of remote access and = Reports irregular events within the network,
virtualization tools (TeamViewer, RAdmin, RDP) such as copying data to removable storage

B _ . devices or deleting a large number of files
= Facilitates software and hardware inventorying

THE DLP SYSTEM AND FILEAUDITOR
INTEGRATION ADVANTAGES

The integration benefits:

Reduction of the Reduction of Enhance of the
@ DLP system '!"? amount of a organization
configuring time false positives protection

The DLP system is integrated seamlessly with the FileAuditor. It's easy to
configure the DLP system policies according to FileAuditor marks.

www.searchinform.com

O Searchinform Risk Monitor

Searchinform provides a comprehensive approach to internal monitoring by extending a DLP
solution and blending two powerful concepts: incident prevention and internal threat mitigation.

The instruments for internal threat mitigation and insider risk identification protect your business
from financial and reputation losses caused by internal threats.

% SEARCHINFORM SOLUTION IN THE CLOUD

Businesses don't have to choose between security, usability and cost because the solution can be
deployed in the cloud. No special hardware is required: the system collects, processes and stores data in a
virtual environment. Such deployment model will be suitable for companies which don't have their own IT
infrastructure, have offices located in different cities, have a big number of employees working remotely.



EXTENDED SOLUTION:

= Detects malicious insider incidents involving = Controls the human factor and predicts HR risks

corporate fraud and profiteering = Operates as an early warning system

= Facilitates regulatory compliance and discovering a potential threat or a precondition
investigation processes for a violation and alerting to possible risks

Risk Monitor provides you with an automated highly perceptive toolset for employee monitoring, risk
assessment, and internal auditing, makes sure that corporate policies comply with regulators, and
evaluates the conformity of a company’s security level to the most recent requirements.

The solution facilitates the creation of the risk management program.
The goal of the proper risk management program is to review operations in order to ascertain that

results correspond to the expectations from the established objectives and that operations are being
carried out as planned.

Although accidental losses due to human activities are often unanticipated, Searchinform solution can
safeguard a company against internal incidents. A risk management framework is at the core of the
Searchinform software, helping to make corporate fraud predictable and financial losses preventable.

OBJECTIVES

Collects detailed information about user Safeguards a company against
@ activities for step-by-step @ personnel risks and predicts
reconstruction of a violation employee behavior patterns
‘E - E‘ Creates an archive of intercepted ,./’\,/', Helps to increase staff productivity
0/0/o information, which facilitates regulatory ~r  and assists with team loyalty
compliance and security policies management

enhancement to minimize risks

@ Alerts to a potential threat before an incident happens, thereby promoting a corporate
, security culture and boosting internal threat awareness

INFORMATION

Searchlnform Risk Monitor

Controller Controller
CAPTURING L )
Cloud ) s \./ \/ Print
Controller g Controller
- -
\/ \/
—
Searchinform solution o g ¥ Samera
. ontroller ) ~=# ) Controller
consists of the modules, < @& <
each of them controls its \ ALERT ;
own data channel. HTTP %") EEITES & Microphone
Controller \_—~ / \_ ./ Controller
- =
Device = —~ ) Monitor
Controller \_/ Controller

&
FTP N— \ \\é Keylogger

Controller



Searchinform Risk Monitor

\’/) MailController

Captures all the outbound and inbound mail sent
via mail clients and web services, including Gmail,
Yahoo, Hotmail, etc. It detects sending messages to

private e-mails and e-mail addresses of competitors

and blocks the transmission of messages if their
content compromises confidential corporate data.

 — 4

Takes screenshots and records videos of onscreen
activity. Supplements the photo and video footage
with then-current information about open
windows and ongoing processes. If necessary,
displays information in real time. Takes snapshots
to identify an intruder, recognizes attempts to take
a picture of the screen with the help of mobile
phone.

Qa
9’ IMController

Tracks chats, message history, calls and contact lists
in messengers: Skype, WhatsApp, Telegram, Viber,
Lync, Gadu-Gadu, XMPP, etc. Monitors
correspondence via web services in social media,
such as FB, Google+, LinkedIn, etc.

MonitorController

Qs

<@
Collects data on user activity during the day and
on time spent in applications, programs and on
websites. Automatically determines whether an
employee is working or has just launched the
program for the appearance of doing something.
Categorizes web resources: dating, music,
shopping, news, etc.

ProgramController*

*Helps you monitor remote employee performance

g} HTTPController

Captures and indexes files and messages sent via
HTTP/HTTPS. If necessary, it blocks web traffic,
including web messengers, cloud services, mail,
blogs, forums, social media and search queries.
Maintains its regular surveillance functionality even
if employees use anonymizers.

85) CloudController

Controls files received in, uploaded to, and stored
in cloud storages. Tracks cloud storage and file
sharing services: Google Docs, Office 365, Evernote,
iCloud Drive, SharePoint, Dropbox, Amazon S3,
DropMefFiles, etc. Intercepts files sent and received
through TeamViewer, RealVNC, Radmin,
LiteManager.

a FTPController
<

Checks regular (FTP) and encrypted (FTPS) traffic
and notifies the executive of incidents or blocks
the connection.

\QQZ/ ) DeviceController

Captures and blocks the data transferred to flash
drives, external hard drives, CD/DVD, via RDP and
cameras. Automatically encrypts data written to a
flash drive. It detects and recognizes
smartphones connected to a PC (Android, Apple,
BlackBerry, Windows Phone), analyzes their
contents when connected in drive mode. It
controls device access to a PC.

\x/ MicrophoneController

Uses any detected microphone to record talks
inside and outside the office. Turns on audio
recording — even before the user logs in — when
speech is detected or when certain processes and
programs, as specified under the relevant security
policy, are launched. The audio stream can be
converted to text, which is also checked against
the specified security policies.



\v Keylogger
\ ) RKeylogg

Captures keystrokes and data copied to the
clipboard. Intercepts login and password data
to facilitate the tracking of accounts maintained
on potentially harmful web resources. Identifies
users who have entered passwords on their
keyboards to access encrypted documents.

é, PrintController
\-/

Inspects the contents of documents sent to print
(text files are simply copied, and document scans
are intercepted as digital "fingerprints" with their
textual content recognized). Detects documents
authenticated by a seal and monitors the printout
of controlled-issue forms.

CONTROL CENTER

DataCenter

Manages product indexes and databases, monitors system health and ensures connectivity
to third-party systems, like AD, SOC, outgoing mail server. DataCenter users can configure
the differentiation of access rights.

AlertCenter

This is the system’s "think tank" where security policies are set up. It includes 250+ preconfigured
security policies that can be edited. The solution makes it possible to create custom rules of
captured data scanning and blocking, configure the schedule of checks and send notifications.

You can view incidents in the AlertCenter console on the corporate PC of a responsible person
or via the web interface accessible from a laptop, tablet, smartphone.

| O WebAnalytic - Search x I v

<« C A Notsecure | hitsi/localhost/#/ e % O a2 ‘

WA 1517 [P fepors  mercenier  Usercaris  pofic Mansger @)
P s e nome Devie tpe .

e Seral number >
n-Powerl6G  120213630270000329 <~
000000000005C9

Filter. [N Type | Date/Time
1% 060220181151
2 ¢ 2022081707

om  smith@compenycom 1002115 10470KE EAbank statement 5feb2018pdf USB

BB E

Groups @ e
EmQOBOl Tmoe ¥ huE
CLEQLSHED B

om young@company 100124 1554KB  Evip_pecple listalax use

5 Wordwrep B 0u0 ¥}

5Feb 2018

Hsac:
Grese0306

~ common Combine using: | @ OR ~

60000 1027000
7000 957000

~ ¢ pevice Combine using: | @ OR ~

220000 735000
800000 1535000
220050 1310050
380050 930000
400000 530000
253

7310000
20000
237000 5983000

5533000
100000 5483000

Search module in Searchinform Risk Monitor web console

Analytic Console

Its objectives are to browse through intercepted data and analyze it as well as to monitor user
activities online. Various search algorithms and preset report templates are at the expert's disposal.

All the functionality of AlertCenter and Analytic Console, including policy creation, viewing incidents
and reports, conducting investigations, is now available through the web interface. This makes
protection mobile.

1

Searchinform Risk Monitor
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ANALYTICAL CAPABILITIES

To perform their functions effectively, experts must have comprehensive control capabilities across
all communication channels as well as adequate functionality for searching through captured data
and analyzing it. A powerful analytical module, various search options and automated graphics and
audio analysis allow just one specialist to inspect the work of several thousand employees.

Text analysis

A variety of algorithms provides in-depth verification of text messages and documents, for instance,
there are unique search technologies such as Similar Content Search or Complex Queries. The
proprietary Similar Content Search algorithm identifies confidential documents even if they have
been edited, which means that the search results will include documents that match the query
semantically rather than just technically. Complex queries allow the user to construct an advanced
search algorithms using simple queries logically combined by AND, OR and NOT operators.

A
Higher
Complex queries
Similar
content search

<>)\

c

2 Search Search Search

£ by regular by digital by statistical

< expressions fingerprints queries

2

[<5]

< Search Search

by phrases by dictionaries
Search
Search by words by attributes

Lower Semantic match of results to the search query Higher

Graphics analysis

The system determines the types of images circulating within the company: PDF-files, photos or
scanned copies — and categorizes image files accordingly. The integrated OCR (Optical Character
Recognition) system identifies documents that conform to specified patterns: passports, bankcards,
driving licenses, etc. The technology allows finding personal, financial and any other sensitive data
in the archive, even transmitted in the format of scanned documents.

Audio analysis

Searchinform solution converts audio records into text and checks whether a transcript complies with
the security policies. The system has an option to turn on audio recording when speech is detected
or when certain processes or programs, as specified under the relevant security policy, are launched.



REPORTS & UEBA

Searchinform software visualizes all the events and connections within the company in the form of
reports — via Analytic Console and web interface. The default configuration includes more than 30
basic templates. The report wizard allows the user to create custom reports not limited by any criteria.

RelationsChart report

Demonstrates employee-to-employee and employee-to-third-party connections in the form of a
relational graph. Visualizes user activities across all communication channels or within a particular
communication line. Facilitates corporate investigations.

D Reports - Searchinform

€ > C A Notsecure | hitps//localhost/#/reports/65E5A7C5-34D1-454E-9789-08 1BE3CE30D| i i i ilters... & % O &

WA 57210 Searchinform B | Relations of uzers Manager (§0) YV Fiter W o

g REPORTS. 0 RELATIONS OF USERS (01.01.2018 - 08.12.2021)

@7 X Relationship reports. ~

[E] Relations of users

Products ~

&M
|io ProgramController reports ~
[E] Online activity Messages ~
[E Early departures from work _— 0-9
[ Late arrivals at work 10-49
50~ He Alex young@eompany.

= vatomet , = e (8w ] [ )

—
[5] Users efficiency -~~~ more than 500

[E] Timesheet

Highlight links
[E] Total time of user work - to incidents

[E] Total activity of processes

[E] Total activity of websites
WhatsApp_+447041476813
1 links of 1
IMController

=] Total activity of
processes/websites

[ AlertCenter reports. ~
[=] Number of incidents by dates
[E] Number of incidents by users

['c Hardware reports ~
[E] Connected Devices

[E] Computer devices

[E] Devices change history —
[z Software reports. ~

[E] Software on computers
£ System reports. ~

[E] Computers with an
inactive/active agent

[E Computers without agents @ External users oy

% [E] Number of messages by © Own external users L)
computers

Analytic Console relational graph

@ Content route for document - " s dwg” =

Groups: |<Not selected> v % & as ‘ aq ‘ﬂl

Em6 0 ]E] 0] | @]6=|a] | ]
S|

() Relative tine () Period (@ Notset

Content routing report e &

22.07.2019 a

Makes all the document movements
between the sender and the recipient
via internal and external
communication channels completely
transparent. Enables prompt
identification of the document’s
author as well as the source of the 28072019
respective information and the paths

of its distribution. (2 T

P
Buld route ( \I’
\

Content routing
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User productivity report

Shows the overall productivity of company employees in charts and ratings. It detects how often
employees get early at/off work, and those who are frequently late at work. Visualizes user
performance during the workweek in a calendar format.

SearchInform

S = (B rePorTS O SECURITY POLICIES 7 Fiter 8 dev @

ProgramController reports v User efficiency X

Online activity

Loty Summary (01.01.2019-31.122019) A Top 10 users of the group “Unproductive” 0~ A~

User efficiency
Total productivity " 4.46%
Relations of users

o - - - 0.82%
Timesheet ‘ ~ " - )
0.3%
Early departures .
13.74%

Late arrivals

Undefined Neutral Productive
Total time of user work
1.47%
.. EaE
Total activity of processes Unproductive
Total activity of websites
Total activity of processes/sites
AlertCenter reports
Listof users (01.01.2019-31.12.2019) Display by: 10 users v ) A~
. " Users: All v
No. User - Start of work (average) |End of work (average)  Duration (average)  Duration (total)  Activity (average)  Activity (total)  Efficiency
1 b G v wvna by — » Memacn0 11:50 15:45 03:46:13 15:04:53 01:04:54 04:19:37 —
2 11:49 1613 04:23:56 417:54:06 01:28:35 140:16:58 3%
3 - 12:09 1534 03:24:21 166:53:38 01:19:04 64:34:28 . 1e%
a admin 12:49 14:43 01:54:19 47:38:04 00:29:32 12:18:38 o 15

User productivity report

Software and hardware report

Reports any changes to installed hardware and connected devices. This facilitates inventorying
and safeguards against equipment theft or unauthorized equipment substitutions. Software
reports structure data on software installation and uninstallation operations.

WebAnalytic

& reporTS O SECURITY POLICIES W Filer & -@

(8 Changes of programs on .. ¢

Changes of programs on devices (0107201802 10.2020) Displayby: 10 ~

| ® . |

X user relationship reports v O
(W

Relations of users

Worktime log

user efficiency

Timesheet [C[f ReENTERDB 58/0 58
Early departures from work 5
57 Reok 130 1
Late arrivals at work
30.06.2020 ® Google Chrome
Total time of user work 30.06.2020 @ Teamviewer 10
i 30.06.2020 ® searchinform Client
Total activity of processes ° -
30.06.2020 ® Search Corporate API
Total activity of websites 30.06.2020 ® Searchinform ReportCenter
30.06.2020 ® Searchinform DataCenter
Total activity of processes/sites. 30.06.2020 ® Search API [
30.06.2020 ® Vhiware Tools
30.06.2020 ® Google Update Helper
=
[& alertcenter reports N 30.06.2020 ® Microsoft SQL Server 2008 R2 Native Client
30.06.2020 ® Microsoft Visual G++ 2008 Redistributable - x86
Number of incidents by dates 30.00.2020 @ Far Manager 3 x64
30.06.2020 ® Microsoft Visual C++ 2008 Redistributable - <64
Number of incidents by users
5[ srv1s 366/44 183
Eg reports on hardware B o o3
Connected devices 5 wsor 423 176
Computer devices
[ ws10 138783 9
Devices chanoe hisiory =

Software and hardware report
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INVESTIGATIONS AND CONTROL

Leak detection when leaks are conducted
through taking screenshots and screen photos

Detecting the source of the leak, when a user is taking screenshots or screen photos is extremely
hard. Thanks to Searchinform Risk Monitor and its watermarking tool this is becoming increasingly
easy. When a screenshot or a photo is taken on a protected computer, a search in external
sources allows information security specialist to determine easily the source of the leak. The
watermark contains an indication of the PC and the employee who works on it.

®E 9,0+ technical specification,doc [Compatibility Mode] - Word 72.®m - 0 x

FILE HOME < INSERT  DESIGN - PAGELAYOUT .. ' REFEREI MAILINGS (- REVIEW VIEW Sign i

2 X0 Al ~ f
Do B QU U U OUD 1merameraan
e o R Top St Conftn Rt #le A | 1 T2 Thesing3 | 9672
omons - e ¢ .
iD

IDA Project)

Specific development

Technical Design Document
}s;u;f

Watermarks created by Searchinform Risk Monitor

User card

User card collects a "dossier" on each employee, automatically including all
the incidents in which he/she participated. User card contains individual
reports, biographical and contact details of the employee, his/her job history.

O Restore fomAD & Mere

pestion Phone 123456780 © Specil control groups 7
Department 5 General Email [E1 bb.davis@company.com Y Thecordis merged with
Company > Company Messenger @) barbs -
Gene n | Reports | Activity AccountsandPCs  CV  Profile  Involved in
USERS EFFICIENCY (01.01.2018 - 31.12.2022) Y Fiter W
User ~ Start of work (; End of work (average) Duration (average) ~ Duration (total)  Activity (average)  Activity (total)  Efficiency

© Batera Do 08460 is7as P P o

User calendar Barbara Davis 01.02.2018 - 28.02.2018

I puration [ Actividad Noadwity % Efficiency @ Violation grafic
ot 1810
Mo T we ™
» o M 1%
08 ool e

Mo - Tu we Th Fr o Sa Su
MR s 0 W 63% | e WE 40% W 19% | b WEIS7% | S »
1 ooss [l s o0 I o<l 51 osos N cso [l o501 s I oo Ml oe:3s | 2 I co:z0 M as00 [ 010

° = o

P ) s 1750 gei0 1810 P
Mo L o . we ™ Fr 5 su
o ME 54 UM 636 U WET40% LMl 19% | o[ WIE ] 55% "

= I oo [l o500 ca:z0 I o5l o521 osos I coco |l s 1 s 1IN o220l 0s:3 [ s I oc5 Bl o%45 1 w10 T

© Custom groups ’

* Spedial control groups 7
P grouP: 1 ool o501 = 0

User card
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Investigation Management

Task Manager enables coordination of information security tasks conducted by IT security specialists.
Task Manager also allows distribution of tasks, tracking the progress of investigations and generating
reports on the results of such investigations - including their transfer to the SOC.

Task Management - Analytic Console

g Tesks ALLTASKS B o
M Al toss registered n the system
TeEeiliyms Type 1D Tag Priority Created Author Responsible Involved parties  Status Task Subtasks  ReVision
Al | @ NG ot T High 05/21/21,0245:21 PM  §ig administrator () Antorie witson New task 00 =
CeaplEls GEn-T Llow 05/27/21,045906 M S Admiristrator ) semantha Fox Deinedl Check data ) =
Recently viewed v G2 Furgent 06/04/21,10:13.46 A Jigi acimi $o sominzer @ New task 7} =
Recently created @ NG2 [lcheck Medium 050421, 10221020 B Acmi 8 Mertha Carter New task 00 =
Rec GEN-3 T High 06/04/21,10:24:42 A0 Jigi acii @ oeoee [ e EEENE ) =
Rec d  NG3  Emportent  TUrgent 06/04/21,102907 M g Acministator () Anchew Spencer Verify email urgent o0 =
GEN-4 OTrivial 08/10/21, 02:49:06 PM ! ! m Obsolete passwords 00 =

Create subtask

To status "In progress™

Appoint resposible party

 Records Uploaded: 1 - 7 from 7

Show records | 10~ Page from 1

Task Management tool

User interface

Notifies employees about working time controls, active permissions or access denials. User interface
allows sending direct requests from the information security service to use flash drives and other
devices. The information security specialist can issue permits for the requested period, change the
access period or revoke the permission during the session if an incident is suspected.

Request creation X

Arcess request for dewice:

l (O waork time contral l

All devices o By access s

Metwaork fold it
3 et Chomes] O

23 Connected disk

Q Metwark folder

) Read anly
@ Full & Full

Brtme v Minutes > BB pos e e s 0 Ful

[ rusuig FLipunLiBL L nugaepaku

m

Meed to check the doc| Kardhnard and manics

Lt e R g e s

B Full

Keyboard and mouse

o ) @ Full
[Whdware, Inc.] Whiware Pointing Dewvice
[ Create | [ cancel Koot . @R -

User interface

The "open" control mode using the interface on user PCs improves the discipline of
employees and reduces the load on the information security department.
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UNIQUE FEATURES

1 Unique analytical features unavailable in any other tool

Apart from conventional analytical features, such as search using dictionary, regular
expressions, digital fingerprints and OCR, Searchinform Risk Monitor can boast such
features as search for images similar to the original, search in any audio recordings

(using speech-to-text technology), and content search in video recordings of user’s

activity to check only activity of interest.

2 High quality investigation tools in one solution

The solution enables recording audio of user’s speech and video of user’s actions,
logging all kinds of user’s operations with files and folders, audit logs, devices and
software, as well as monitoring violators via audio and video channels in real-time.

3 Control of user’'s work efficiency

SearchInform Risk Monitor automatically evaluates user’s work efficiency in various
applications and on web sites. This function helps to strengthen discipline in a
company and detect existing problems with business processes.

4 Confirmed system stability under load

Among Searchinform’s clients, there are large-scale enterprises from various
business spheres. This fact illustrates that the system operates stable in different
IT environments and under high load.

5 Extension of features by using products of the same vendor

Searchinform offers a range of products, which includes Risk Monitor, DLP, SIEM and
FileAuditor (DCAP solution). All the systems operate on the same technological base.
They are integrated seamlessly and deployed within a few hours.

6 Cross-platform and accessible from any device

User interface of Searchinform Risk Monitor may be presented in two
ways — as the Windows client and as a web version.




Searchinform Risk Monitor

ADVANTAGES

A powerful analytical module

Offers fast and flexible solutions for
configuring alerts and analyzing data streams
without hiring third-party specialists. With the
help of Searchinform product one specialist
can control the work of several thousand
employees.

Proactive incident protection

Risk Monitor allows smart content blocking for
all controlled channels to ensure users will not
be able to transfer files and messages with
confidential content. The interface of the
agent will warn the user about accidental
violation of the policy to promote information
security culture.

Remote access control

SearchInform solution protects data transmitted
through virtual environments and remote
control tools. Monitoring is implemented both
at the clipboard level, virtual storage devices
connection, and at the level of specific software
features (for example, transfer via the
TeamViewer context menu).

Implementation department
and Training Center

Our hands-on experience with 3 000+
companies in different industries allows us to
promptly create unique sets of security policies
focused on relevant tasks and the customer’s
specific line of business.

Easy deployment with no changes to the
network structure

The customer’s own IT specialists will be able
~ to install Searchinform solution within a few
“hours. The installation process does not

hamper the operation of the company’s local
" information systems.

Incident investigation tools

Online activity control tools, such as recording
conversations and capturing onscreen content
in real time, monitoring keyboard inputs and
making video with a webcam, information flows,
connections graphs and user cards, task
management for the information security
department, automated search for incidents —
will help to reconstruct security violations step
by step.

Elements of artificial intelligence

The system automatically recognizes the faces of
users and helps find whether the PC is not
operated by its owner. Risk Monitor captures
attempts to take a picture of a computer screen
with a smartphone and protects photos of the
monitor with unique watermarks to identify the
source of the leak.

Documents content route

It demonstrates the movement of
documents, indicates the sender and the
recipient, as well as the communication
channels used for data transfer.

Cloud deployment model

All the components of Risk Monitor can be
deployed in the cloud (Searchinform cloud
or any third-party cloud service can be
used) not interfering with the system'’s
functionality. This way of data protection is
cost-effective and time-saving.

Integration with other Searchinform products

Searchinform solution is seamlessly integrated
with SIEM, FileAuditor, which increases the level
of information security and risk awareness of the
company, reduces the response time to the
incident, makes it possible to fully investigate
violations.



® Searchinform Timelnformer

For some employees being at work does not automatically mean dealing with their direct
responsibilities. There are always some irresponsible people who take frequent smoke and coffee
breaks, chit-chat with colleagues, spend time on social networks, arrive to work late or leave early.

TEAM ACTIVITY

Timelnformer is an employee monitoring solution that protects business from inefficient work and
financial losses related to personnel.

Searchinform BN TeIg =14

Timelnformer will scan work computers and help you identify:

£
8
£
— D Violators of working discipline Freelancers who do side-work g
g | who arrive late, leave early, take @ in the hours paid by the S
frequent smoke and coffee breaks company <
2
S
| Idlers, who chat, shop online, —|=|=|  Unsatisfied employees who turn
; ' distrgc.t to games and other ololo  other workers against employer,
activities or who have got exhausted

because of heavy workload or
boring tasks

The software determines idleness time and work time of employees, collects data
on software employees use during a day, records all visited websites and

categorizes them — dating sites, online shopping, news, TV shows, etc. and
evaluates the real productivity of the staff according to the given parameters.

CONTROL IN REAL TIME

Timelnformer can be used not only in the background, but in other modes too. The program
connects to PC monitors and microphones and reproduces in real time what is happening.

The solution plays or records in real-time mode important negotiations with key partners and clients.
Timelnformer shows in real-time mode what is displayed on your employees’ monitors at any given
time, up to 16 PCs simultaneously.

Timelnformer can be deployed in the cloud providing you the solution with no need to purchase and
maintain hardware.
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ASSISTANCE IN MANAGEMENT DECISIONS

33 pre-set reports in Timelnformer provide for a smooth start, allow quick detection of idlers,
help to optimize work processes, get people organized and goals achieved.

Timelnformer has the following groups of reports:

= Reports on user activity in applications and on websites
= Reports on programs with the history of software installing and deleting

= Reports on devices with data on equipment installed on a PC and
changes in their configuration

Reports and notifications are easily customized. The system will send an automatic notification
about violation.

USER-FRIENDLY

Web interface will allow controlling employees from anywhere in the world. Permissions to view
reports and administration options are differentiated according to tasks and work duties.
Automatic alerts about suspicious activity of employees can be received by e-mail.

SearchInform = ) REPORTS
‘WebAnalytic 4.1.112.2 —

ProgramController reports v Timesheet X

Online activity

O SECURITY POLICIES Y Fitter 8 dev @

Worktime log List of users  (01.04.2019-30.09.2010 ) Displayby: 5users v

User eficiency

Information on arrivals, departures and time worked for the period
Relations of users

Timesheet Users: All
Early departures o user 12 8 4 5 6 7 8 9 10 M 12 13 14 15 1% 17 18 19 20 21 2 23 24 25 2 27 28 2 30 1 2 3
Mo Tu We Th Fr Sa Su Mo Tu We Th F Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr
Late arrivals
Total time of user work . admin
Total activity of processes - - =
9:34 1312 14:52 10:25 10:4117:51 1035 11:43 1017 1101 959 14:53 1555 0:22
Total activity of websites 2 - 16:55 14:31 1507 13:13 17:3418:16 13:46 1812 17:22 1111 17:35 15:33 18:40 17:07
721 118 015 247 652 0:25 3m 629 7:04 0:10 7:35 0:39 245 7:44
Total activity of processes/sites .
AlertCenter reports 5
. -
9:50 1148 9:44 10:01 8:59 10:1611:34 9:25 13:33 11:13 111 1418 0:20 [11:25/14:06/11:52 14:33 14:33
4 17:36 18:04 17:40 1622 16:34 1821 17:07 18111817 1816 1451 16:26, 9:51 17:20 18:25/15:53 14:33 14:33
746 615 804 620 7:35 804 5:33 845 444 7:03 330 207 021 555 418 401 0lc Olc

Timesheet in web interface

ADVANTAGES

= Secure from being deleted and alerts = Web interface to access the

about such attempts monitoring results outside the office
= Monitoring of users’ activity even when = Integration with Searchinform

they work from home or are on products, which helps to perform

business trips internal investigations



5 Searchinform SIEM

IT infrastructure of a company includes a multitude
of corporate systems: Firewalls, operating systems,
email servers, databases, network devices.

FIRST OUT-OF-THE-BOX SIEM

CREATING CORRELATION

RULES IN 2 CLICKS Many of these systems are data sources that

attract violators, which implies the necessety of
special protection.

Searchinform SIEM

Automatic security event monitoring

£
Searchinform SIEM is a system for collecting and analyzing real-time security events, identifying 2
information security incidents and responding to them. The system accumulates information from 5
RS
: . o : 2
various sources, analyzes it, records incidents and alerts the designated staff. £
o
o
cdents Rules ncdentmap  Networkscomner | Dostooard | Administrton vt
ERE 3
s
TOP dates by number of events s o TOP Users by Number of Events KA M Copyina files to removable devices K2 m e <
01.01.2019 - 13.09.2019 s O @2 01.01.2019 - 13.09.2019 en O @2 01012019 13.09.2019 es O @2
02.08.2019  me— 17.9M B.BEAVIS 283.4K Total 148 Maximum 148 Today 0
03.08.2019 13.1M SPOCK — 116.7K
04.08.2019 == 1.6M JmM — 34.4K
18.03.2019 119.1K HEALTHMAILBOX6DD9F2B 3K
11042019 817K HEALTHMAILBOX621ABS2 24K S o T T e T 1 1T T T 6P 5% 6% 55 ¢ P 0 5P e
30.03.2019 29.8K KVS25 23K
Syslog Events a & Account Usage ra Y Detection of viruses on PC (Kaspersky Internet Security) KA B 55
01.01.2019 - 13.09.2019 @ ©r 01.01.2019 - 13.09.2019 R 01.01.2019 - 13.09.2019 ey O @
[%) Error 348K Total 201 aximum 201 Today o
One account Multiple accounts
A Waming 7K on multiple PCs on one PC
4 Debug 447
o p T O 2
{:’Emm‘ew i — o 0 0 o 0 o 0 0 o 0 0 0 0 0 0 O
i Critica 8 T .
i“m 5 === arsy B @@@&e“ f et &F FEF T T TS S
f viruses on PC Protaction) e B Number of events by date KA B o iin Attempts KA P e
13.03.2019 - 13.09.2019 vy @ B 13.07.2019 - 13.09.2019 ey U ¢ 01.01.2019 - 13.09.2019 es U @
Total 10.8K Maximum 6.9 Today 0 Total 44.1M Maximum 17.9M Today 0

Login Selection Password selection

@

5.2K 11

Log in under 2 blocked user

o o & & T
o u‘@ & ‘@ ¢S "@ & @n"n & o g oF ‘J@ &‘6% o 597 207 1307 5707 31 07 (4 08 (B08 4208 4608 90 08 4 08 05,08 (1 O° (502 (.0 4302

© 13.09.2019 14:40

Event statistics dashboard

Searchinform SIEM reveals:

= Virus epidemics and separate infections = Use of corporate resources during off-duty time

= Attempts to gain unauthorized access to data Virtual machines and snapshots removal

= Account password guessing = Connecting new equipment to IT infrastructure

= Active accounts of dismissed employees that
had to be deleted

Group policy changes

= TeamViewer usage, remote access to corporate

= Hardware configuration errors resources
= Permissible operating temperature abuse = Critical events in protection systems
= Data removal from critical resources = Errors and failures in information systems
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PREDEFINED CORRELATION RULES

Upon the system installation, the information security staff gain access to 300+

ready-made rules — security policies. Users can edit and customize existing rules
and create their own policies, i.e. choose from the preset list and add their own
policies (user connector function).

Out of the box correlation rules utilise the following data sources:

= Operating systems = DBMS = Antiviruses
= Email servers = DLP systems = Firewalls and integrated network
= Domain and workstation = File servers security devices

controllers = Solutions on the 1C platform

= Virtualization
= Linux servers and workstations environments = Other syslog sources

Cross correlation rules can be configured to search for incidents related to events collected from
various sources.

i} SIEM.Client console T EH -0 %
Inadents | Rues  Networkmap  Administraton
=] o FEX
| Kvsdo | ORCO1 | KVS2815QLKVS28 | DCO7.LOG.T07.LOGAL | DC03.T04.LOCAL Yo
Sannecton e = 18| = 228512285 | | — azizmaz | | = 5131887 | | = 2136/ 2374 Gompyton
L =
-~ ~ ~ ~ ~
@ MeateeConnector 18118 Kvs24 6
/7
# CracleComnector 2285 /2285 ) { ;j. o e 2742
V| SymantecConnector 2742 2742 'lfjf e KVS40 18
§ WinEventConnector 2649 /3261
M = -
-l (&)
b= >
L) ==
==
= Users » Yo
-
(&) ANONYMOUS 2270
= BBEAVIS 493
("‘j L e CHFADMINUSHKA 3
HEALTHMAILBOXGDDIF2B kil
HEALTHMAIL BOX821AB82 236
HEALTHMAILBOXAS48032 718
s Y = JKIRK 10
e = PRS-
soms SPOCK 18
™ e " 0
‘/ﬁﬁ' USER4002 36
=)
= USERS1 3

Incident display screen
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Ready-made correlation rules in Searchinform SIEM:

For mail servers
= Unsolicited access to the mailbox
= Change in mailbox ownship

= Granting access to the mailbox

For domain controller and workstations

= Temporary enabling/adding of an account
= One account on multiple PCs

= Password guessing and outdated passwords

HOW THE SYSTEM WORKS

Collects events from various

1 software and hardware sources:
network equipment, third-party
software, security tools, OS.

3 Automatically notifies
employees in charge when
incidents occur.

ADVANTAGES

= Quick implementation without a need for a
lengthy pre-configuration (software can be
put into operation in just one day with
instant results).

= Easy to use: the program can be handled
by an employee with no particular IT skills
or knowledge of programming languages —
none are required to create correlation and
cross-correlation rules.

= Low hardware requirements, transparent
licensing, comfortable cost of ownership.

For virtualization environment

= Login/logout events for VWview/VMware
= Incorrect passwords

= Removing snapshots

To access to file resources

Searchinform SIEM

= Access to critical resources

= Temporary issue of rights to a file/folder

= Large number of users working with the file

2

Analyses events and generates incidents in
accordance with the rules, detects threats
by identifying relationships (correlations,
including cross-correlations) of events
and/or incidents.

Normalises and details incidents for further
investigation: determines the type and
source of the incident, when integrated with
AD - identifies the user.

Out-of-the-box analytics: the system
comes with a set of ready-made rules
and incorporates the previous experience
of working with companies from all
sectors of the economy.

Incident management. It's possible to create
an investigation based on one or more
incidents.

Seamless integration with Risk Monitor strengthens company's information security and makes it
possible to carry out a comprehensive investigation of an incident and collect required evidence.
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¥ Services

Searchinform provides services to companies which don't have a dedicated risk mitigation
department or lack sources to integrate a data protection system and implement monitoring.

Our services allow a company to benefit from the solution which requires minimum financial and
labor costs of a client as well as no need to hire specialists. A customer gets the system together
with a team of analysts who have vast experience in the field. Experts begin to work straight after
deployment without being taken onboard — no training, no vacation, no sick leave.

As-a-service option is available for every Searchinform product. All of them can be deployed in the cloud
saving a company'’s finances as there is no need to buy hardware and spend on its maintenance.

Product As-a-service Cloud deployment model
Searchinform DLP + +
Searchinform Risk Monitor + +
Searchinform FileAuditor + +
Searchinform SIEM + +
Searchinform Timelnformer + +

HOW DOES IT WORK?

A specialist configures the A customer gets fully After an incident is detected,

system in accordance with the authorized to work with a specialist contacts a customer

tasks set by a customer. the system. (means of communication are
selected in advance).

g0 E —
0o0o0oo E_o ) — P
0000 pamy

A specialist provides a customer A customer can work with A customer can assign tasks
with incidents reports which cover the system together with a to a specialist.

a specified period of time (once a specialist or independently.

day/week/month).




TASK — SOLUTION

Our services allow to detect weak spots in a company in a short period of time (first results are
obtained within 1-3 months).

The specialists who work with the customer monitor the solution deployment, and also perform
decision-making based on the results of reports and incident investigation.

Summary report on the incidents. Details on each incident are availble in the folder with the incident number.

No. Date Employees related Incident overview Comment Link to
to the incident documents

Confidential data

1 Employee name  Copied some databases with name 'BASE C1' to USB drive. It is not clear why the employee copied some strange

2 Employee name  Copied files in .cnc format to USB drive. The files appear to be some programs for machine tools. The question is why. Link

3 Employee name Copied corporate documents to flash drive. Not clear why the employee did it. Link

4 Employee name  Copied a file with the name Efficiency” to USB drive. Not clear why the employee did it. Link

5 Employee name  Numerous corporate documents were copied to USB drive. Not clear why the employee did it. Link

6 Employee name  Chatted with a friend on Facebook on her plan to leave the current job in her native town and find a job in Moscow. Job search. Link

7 Employee name  The employee’s receiving e-mails from hh.com with recommended vacancies and CV views. Job search. Link |
8 Employee name  On Facebook sent a CV of her husband, emloyee of the same company, to her daughter. Probably, to be sent to a would-be employer. Link

www.searchinform.com

Forgery of documents

9 Employee name  Forgery of documents in Paint. Set a client's stamp and signature on the specification. Link
10 Employee name  Edition of the corporate stamp in Photoshop. Not clear why the employee did it. Link
1 Employee name  Forgery of documents in Paint. Stamped the specification document. Link

Side companies
12 Employee name  Downloaded from GoogleDocs various invoices, payment documents in which there were specified different company  Side company.
names. All of them were headed by Employee 12.

Discussion of the management

13 Employee name  In Paint, was drawing on the director's photo. Mocking the management. Link
14 Employee name Discussion of the management on Facebook. Discussion of the management. Link
15 Employee name  In the correpsosnde on WhatsApp, was discussing the director mentioning one manager. Discussion of the management. Link
16 Employee name  The employee had correspondence with a project developer about participation interest in buying a flat. Discussed flat payment terms. Link
17 Employee name  Printed out an apartment equity construction agreeemnt. The agreement included sums of money of own participation ~ Link

and credit amounts.

Entrepreneurship and side jobs

18 Employee name  Documents sent to a cloud storage made it clear that the employee was a independent entrepreneur and provided Likely to have side job damaging the current company. Link
services, including to the company he worked in.

19 Employee name  Received e-mails to personal e-mail account with offers of odd jobs Possible side job. Link

20 Employee name  The employee sent and downloaded documents to/from iCloud, which made it clear he had own business. The employee provides legal services to different companies  Link

gaining significantly.

Ambiguous relationship

21 Employee name  The employee sent several CVs from personal e-mail accountto to another employee. Possibly wants to find employment for family. Link

22 Employee name  Chatting on social network telling about some aquaintance drug addict from Poland who has weapon. Also, telling about Suspicious relations. Link
her being sexually abused.

23 Employee name  Correspondence on Facebook about intimacy intention meetings. Suspicious relations. Link

Disappointed customers
24 Employee name E-mail from a disappointed dissatisfied client in which he complains on the work. Disappointed client.

Entrepreneurship and side jobs

25 Employee name Too close communication with one client. Friendly communication with one client who asks to give good
prices. Payoffs are possible.

Miscellaneous

26 Employee name  Reading reviews on work in the company. Link
27 Employee name  Watching movies in work time, some days for more than 5 hours. Misuse of work time and resources. Link
28 Employee name  In Viber chat wrote that there was a new manager in the company and not clear what to expect. Discussion of the management. Link

Brief report on incidents

ADVANTAGES

" An unbiased attitude and professional " Sharing the experience and knowledge
approach — the team of analysts of the company with 3 000+ clients. Our team
providing our services don't know the will be able to fine-tune the software taking into
employees in person, therefore, the account the scope of a company, as well as to
human factor during the investigation help an organization procure maximum benefit
is excluded. from the system functionality.

= Detection of "pain points" of the = Low entry threshold: no need to spend money
company in a short period of time on equipment and salary of information security
(the first results are usually obtained specialists, and time to implement the system.
within 1 month). All this is included in the monthly subscription
for information security outsourcing.

Services



26 e Searchinform integrated solutions www.searchinform.com

Searchinform integrated solutions

SEARCHINFORM AND HUAWEI

SearchInform FileAuditor and Huawei OceanStor joint solution provide an
organisation with a seamless integration allowing you to use all the file
auditing functions, including categorisation, checking of access permissions,
audit of operations with confidential information, on OceanStor SAN devices.

@ + W HUAWE

Large data storage systems capable of managing massive data arrays and allowing access for
multiple users are unavoidable nowadays. The issue is that such storages require impeccable
compliance with security rules and ensuring a high level of data protection.

In order to store data safely and be aware of where confidential information is located, who uses
it or makes any changes, it is important to equip corporate systems with smart analytics and
accompany the storage with a file auditing tool.

[i:{:iﬂ Classification of vulnerable data |:—_'_—‘| Critical documents archiving

E (2),  Access rights audit & User activity monitoring

= A company gets a single solution as = Automated categorisation of stored
Searchinform FileAuditor and Huawei data based on its content

OceanStor are smoothly integrated )
* Permanent isolated storage of shadow

= No need to deploy third-party solutions copies of sensitive files

and make them work together . S
= Detection of storage violations and

= Built-in options of audit of operations access misuse
with information and access control list



SEARCHINFORM AND MICROSOFT

Searchinform offers a fully-functional system now available
in Microsoft Azure — the reliable cloud solution ensuring
conformity to standards and requirements set by
multinational companies and government organisations.

B® Microsoft Azure

Microsoft Azure is supported by 3500 cybersecurity experts
providing customers with highly protected infrastructure and
working process. Azure takes care of an enterprise’s data as
an organisation controls its corporate data completely,
sharing for marketing purpose is forbidden. The marketplace
lets vendors present versions of their software adapted for
work in virtual environment.

Cooperation with Microsoft makes Searchinform instruments for data protection and internal
threat prevention available anywhere in the world, as being presented on the platform
guarantees quality and applicability within Microsoft norms and rules.

Follow these 4 steps to deploy Searchinform solution in Microsoft Azure:

1 Choose our product in Azure

Opt for a data storage system
and DBMS location

Submit for licenses and install
them in the Data Center

4 Deploy the software on PCs
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CONTACTS

ARGENTINA MENA
Buenos Aires Phone: +37533 344 8590
Phone: +54 0 11 5984 2618 Email: yamen@searchinform.com

+54 9117 5158 8557
Email: rmartinez@searchinform.com

RUSSIA
Moscow (head office)
BELAR
Minsk Us Phone: +7 495 721 84 06
+7 499 703 04 57

Phone: +37517 227 56 80

. ) Email: info@searchinform.ru
Email: order@searchinform.ru @

BRAZIL SOUTH AFRICA

Sao Paulo Centurion

Phone: +55 11 9 8973 2037 Phone: +27 12 683 8816

Email: s.bertoni@searchinform.com Email: jorina@searchinform.com

KAZAKHSTAN
Almaty
Phone: +7 705 188 98 85
+7 777239 30 36
Email: d.stelchenko@searchinform.ru

OUR CLIENTS
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